Abstract. The increased requirement of critical metals due to green technologies needs, together with the geopolitical environment to ensure these metals, has entailed decisive measures to avoid current supply insecurities in each country. These metals are essential to the products and services made and used daily, and contribute to sustaining and growing the economy. Thus, sustainable approaches from technological, environmental, economic and social point of view are needed to recover these metals from different resources. By using resources more efficiently, innovating in the concept of circular economy, it can be assure re-using, re-manufacturing or recycling of valuable materials. In this paper are presented some considerations related to using the waste dumps as potential resources to obtain critical metals by biometallurgical processes.
Introduction
The metals are precious raw materials to the economy of any country and need to be secured for sustainable production of key components of various products such vehicle production, electronics and IT hardware, low carbon energy technologies, mechanical, electrical and process engineering.
The availability and supply of critical metals has a significant influence on the economy of any country by affecting manufacturing, export, and job creation. Most of the critical and rare metals are currently obtained through mining of primary sources, which are finite, unequally distributed in the world, and rapidly decreasing as a result of high consumption due to urbanization, increasing standards of living, and the population explosion. Therefore, it is an urgent need to source these critical and scarce elements from alternative sources using sustainable technologies. Potential alternate sources that are intensely considered include recycling from end-of-life metal wastes and recovery from mine tailings and wastewaters [1] .
Continue and rapid increase of the waste materials generation and wide range of industrial applications with high-tech technologies sustain the assessment and development of innovative technologies focus on waste recycling. Biometallurgical technologies are most likely to find their niches in recovering critical metals from these waste residues. The efficacy of biometallurgical recovery of metals from waste dumps depends largely on the matrix composition and chemical species of the targeted metals in the wastes [2] .
Some wastes can become valuable resources, supplying metals that are extracted today by other processes, promoting recycling, minimizing harmful waste and hazard and dissipation.
Biotechnological recovery of critical and scarce metals has received significant interest because it can be used to treat diluted wastes and required low energy input [1] .
Technology is crucial to improve recycling processes and to trace and capture secondary raw materials [3] .
Criticality assessment
Critical raw materials (CRM) are raw materials of high importance to the economy of the EU and whose supply is associated with high risk.
The development of European economy depends decisive on access to CRM. The important topic on CRM include strong and growing demand from industry as well as limited and volatile supply. The closed circuit of the suppling of raw materials potentially constrains economic growth as rising prices make key industries less profitable. In the worst cases, severe shortages of CRM may also determine even temporary production halts. This is something that could conceivably have significant negative repercussions for the competitiveness of European industry. The EU's supply of CRM is further threatened by the fact that some emerging economies, in particular China, are limiting raw materials supply by means of export restrictions [4] .
The European economy is the largest in the world, with a strong industry, while the mineral production within EU does not satisfy the demand. Therefore, it lacks the mineral wealth needed to sustain the growth. The problem of addressing challenges with the minerals supply, especially concerning certain CRM, has arisen with recent market volatility that is partly a result of dependency on certain countries.
The two main parameters, economic importance (EI) and supply risk (SR), are used to determine the criticality of the material for the EU. In the revised methodology for criticality assessment, the availability of substitutes is considered a reducing element in both the economic importance and the supply risk dimensions. The assessment only takes into account the proven substitutes that are readily available today and able to reduce the consequences of a disruption and/or influence the risk of a disruption. Commercial information and published patents are only used to identify proven substitute alternatives readily available and applicable at the market today. 'Substitutability' and 'potential future substitution' are not considered in this methodology [5] .
The factors of criticality related to supply and demand of metals are presented in table 1 [6] . The increasing competition for resources, price volatility and potential interruptions in supply, caused by a combination of growing worldwide demand, concentration of supply in a few countries, trade restrictions in sometimes, lack of currently viable alternatives in key applications are the key factors in the supply response to increased demand [7] .
There are several worldwide changes underway that are likely to make resource extraction from alternative sources a more and more viable option such as rapidly growing competition for resources, increasing raw material prices, the large-scale environmental problems We now face and the fact that the natural reservoirs for many valuable resources are rapidly declining [8, 9] . At the same time, several studies belonging to the research field of industrial ecology show that in many regions of the world massive amounts of strategically important materials such as metals have accumulated in landfills [10, 11, 12] . The potential for resource recovery from landfills appears significant, but depend of the performance of current technologies. In the past, the metals obtaining efficiency was not so high for some metals from some raw material and, as a consequence, important amount of such metals was discharged in tailing dams. Therefore, the mining industry has been generated waste dumps on the surface of natural terrains and caused major problem in the context of environmental protection.
Some metal-bearing and liquid wastes are considered as secondary sources of critical and scarce metals.
One measure to mitigate the criticality is recycling. Recycling is effective for the metals whose: "Criticality" is high and "Potential of recycling" is high. The "potential of recycling" of a metal depend on the "amount of metal contained in the waste-products in one country" and "the amount of the metal's demand in the same country: "Potential of recycling" of a metal = In the assessment of the criticality, the following factors and influences are taken into account: -technical performance (extent to which the substitute can replace the functionality of a candidate raw material in an application) -cost performance (costs often drive decisions in business); -substitute production (availability of substitutes in sufficient quantities need to be considered); -substitute criticality (substituting one critical material with another is unlikely to decrease the RM supply risk in a given application). It is important to to assess the criticality of the substitute itself. If a substitute material is already critical, it might not be readily available as a substitute option.
-substitute by-/co-production (if the proposed substitute is mainly obtained as a by-or co-product, its supply is dependent on a demand for another raw material) [5] . Taking into account the analysis performed by experts at European level, a list of 14 critical metals has been established in 2010. Due to the fact that the criticality's degrees changed over the time, the list has been up-dated with six new materials (marked in grey in table) at 20 critical metals in 2014 [13, 14] . This new list includes thirteen of the fourteen materials identified in the previous report, with only tantalum (due to a lower supply risk) moving out of the EU critical material list. 
Why bio-processes?
Microbes interact with metals and minerals in natural and synthetic environments, altering their physical and chemical state; on the other-hand metals and minerals are also able to affect microbial growth, activity and survival. Many minerals have biogenic genesis, and the formation of such biominerals has a geological and industrial significance, as well as providing important structural components for many organisms. Microorganism can decisively influence the redox chemistry of minerals and therefore, could have an important effect for the extraction and processing of valuable metals.
Many microorganisms and methods are described in the literature as potential options for metals recovery/recycling, but the efficiency of these processes depends not only on the activity of the microorganisms, but also on the geochemical composition of the resources.
Naturally The metals biosorption to microbes can involve a variety of processes, including absorption, ion exchange, complexation, and precipitation [15, 16] . These processes are determined by the chemical groups displayed on the extracellular surfaces of microbial cells, such as carboxyl, phosphoryl, hydroxyl and carbonyl.
The competition between ions changes in the activities of metals and/or microbial functional group, or changes to the electrical layer at the microbe-water interface is influenced by essential biological parameters (pH, ionic strength and temperature). The reduction in heavy metal uptake on Gram negative bacteria with increasing ionic strength has been attributed to changes in the activity of metal cations [17] .
Most studies performed are focused on the removal of the metals from the wastewaters. Bioaccumulation is a metabolically active process in living organisms that works through adsorption, intracellular accumulation, and bioprecipitation mechanisms, individual and/or in consortia. Internal metal accumulation and/or metal biosorption by metal resistant microorganisms should be clear understand for each study case.
Biomining is often used for the processing of ore and concentrates and both bacteria and fungi are used in bioleaching [18] . A variety of microorganisms is found in leaching environments and has been isolated from leachates and acidic mine drainage. Although environmental conditions are usually described as being extreme and aggressive due to very low pH values and high metal concentrations, these systems can show high levels of microbial biodiversity [19] . Recent detailed investigations based on molecular methods revealed that microbial bioleaching communities are composed of a vast variety of microorganisms resulting in complex microbial interactions and nutrient flows. The composition of these communities is usually subjected to seasonal fluctuations and may vary between different mining locations and, in addition, organisms are not homogeneously distributed over the whole leaching environment [20] . Different biological materials, such as bacteria, algae and fungi have been received high attention for metals removal and recovery, due to their good performance, low cost and large available quantities. These microorganisms have metal-sequestering property and can be used to decrease the concentration of some metals ions in solution from ppm o ppb level. It can effectively sequester dissolved metals ions out of dilute complex solutions with high efficiency and quickly, therefore it is recommended for the treatment of high volume and low concentration complex wastewaters [21] .
Better understanding of biological role of REEs and their acquisition by microorganisms will allow the development of bio-recovery of REEs from solid/liquid wastes.
Microbial reduction of soluble tellurite to insoluble elemental Te, represent a critical step in Te recovery.
Among PGMs, the major economic importance has Pt, Pd and Au [22] . Paladium has been obtained using diverse microorganisms and biofilms [23] . The platinium recovery by mixed culture has been demonstrated [24] .
The Leucobacter chromiiresistens have been isolated and identified a strain of resistant to chromium [25] .
The T. ferrooxidans accelerates the leaching of gallium, and indium is also solubilized. T. ferrooxidans also oxidizes chemically pure gallium and Ga2S3 associated with chalcopyrite concentrates, simultaneously by direct and indirect mechanisms.
Germanium, which replaces in isomorphic manner the Cu, Zn and Pb in the respective sulphides, can be leached by T. ferrooxidans within a wide range of pH. The rhenium present in molybdenite, pyrite, chalcopyrite and galena deposits is also dissolved in concentrations from 5 up to 500 mg L -1 . Some inorganic selenium compounds are oxidized/reduced by microorganisms [26] .
One strain of Penicillium tricolor is capable of lowering the value of the pH from the culture medium from 10.0 to 3.0 and it can also be used to leach out REE and radioactive elements [27] .
Metal bioaccumulation was studied in some microorganisms, especially for U (Rhodanobacter sp. described by Sousa et al., 201315) but also for Th, Co, Cr, Mn, Sn and Pt. Nanoparticles and granular biosorbents [28] were developed for water remediation, capable of agglomerating heavy metals by adsorption Ag, Cd, Cu, Pb, Zn and U. The process seems versatile and likely to have future expansion [29] .
Proteus vulgaris can absorb cobalt, with a high efficiency under conditions of neutral pH and Saccharomyces cerevisiae can accumulate cadmium and cobalt [30, 31] .
Tungsten and molybdenum causes changes in the bacteria Desulfovibrio vulgaris, because they are involved in activation of some specific enzymes [32] .
The main applications of bioleaching are being used commercially for the recovery of copper, uranium and gold [33] .
Bio-metallurgy: a way for future
The development of an EU strategy on raw materials emphasizing the concept of the "added value chain", pursuing the three-pillar strategy to: (1) ensure the fair and sustainable supply of raw materials from international markets, promoting international cooperation with developed and developing countries; (2) foster sustainable supply of raw materials from European sources, and (3) reduce consumption of primary raw materials by increasing resource efficiency and promoting recycling [34] . The above drivers serve as a backdrop rationale for the development of the innovative hybrid technologies, applicable in primary and secondary sources of raw materials.
Biotechnological recovery has received interest because it can work with dilute waste streams and requires a low energy input. In the last years, microbe-metal interactions have received renewed attention as a route to develop sustainable biotechnological metal-recovery processes for leaching from low-grade ores and solid wastes as well as via metal immobilization from leachate solutions, process streams, and wastewaters [1] .
Bio-extractive methods complete the alternative approaches for extracting metals from different primary and secondary resources. The main aspects of biological processes are related to long time required to obtain economic levels of metal extraction (from days to years sometime) and concerns about unexpected behaviour of biological system involved. On the other hand, biological processes involve much lower temperature, smaller carbon footprint and could be an option for pretreatment of low-grade and/or complex primary and secondary resources for metals recovery [35] .
Besides the metals recovered in the leachate, there is increasing interest in the insoluble metals left in the residues. Inferior lead sulfide concentrates can be transformed into high-value concentrates by leaching of metals (e.g., zinc, cadmium, copper) that interfere with conventional processes for the recovery of the lead. Similar procedures are being investigated for the extraction of silver and other precious metals that are finely disseminated in iron, arsenic, copper and zinc sulfides. The metal sulfides are first removed by microbial leaching and the precious metals are then recovered from the residue.
Traditionally raw materials exploitation is focused in high grade ore deposits, extracted and processed by conventional techniques, pyro and/or hydrometallurgy. The metal recovery efficiency of these techniques was variable along time and framed by a minimum efficient scale approach. As a consequence, a significant amount of metals was discarded to tailings dams, many of those in concentrations that exceed today's mines cut-off grades. Tailings from mining and metallurgical processes put some very serious environmental problems because of their metals content and have raised questions about safe disposal.
The bioleaching will become more important for zinc, nickel, cobalt and molybdenum recovery. Investment and operating costs are much lower than for conventional pyrometallurgical and hydrometallurgical processes. The processing plant can be built in the immediate vicinity of the ore deposit, saving transport costs. The procedures are not complicated and are easy to control, extensive technical knowledge is not required [36] .
The studies and researches on bioleaching of high tech critical metals are at the beginning. The bioleaching processes are influenced by a wide range of parameters including physicochemical and microbiological factors, which can affect both the growth of the microorganisms and their behavior during biological processes. The optimal growth conditions for microorganisms must be maintained in order to assure the resistance of microbes to the metals and get a good efficiency of bioprocesses. [37] .
Conclusions
There is a demand for less expensive and more environmentally friendly processes, with developments on both technical and biological issues.
A crucial aspect is related to increasing the rate of leaching and the tolerance of the microorganisms/consortia to different metals, in different types of primary/secondary materials. Biotechnological processes are already being applied at industrial scale in biomining of sulfidic ores and the treatment of wastewaters containing metals.
A little progress has been made in the development of biotechnological processes for the recovery of critical and scarce elements. Therefore, there are few or no studies on metal-microbe interactions for most critical elements. The importance of biotechnologies has to be taken into account due to the ability of microorganisms to selectively sequester diffuse elements (e.g. critical metals) from different solid/liquid wastes. This is starting point of challenges for next years, for development of new processes for the extraction and recovery of metals secondary resources such as mine tailings, stored solid wastes, end-of-use products, sewage sludge, process streams, and industrial effluents using microorganism's abilities. Present challenges faced in biological recovery include selectivity, low pH, and the presence of salts and/or other metal co-contaminants.
Progress in the development and integration of biological processes and biological recovery with hydrometallurgy methods will foster the development of novel biotechnological processes for extraction and recovery of critical metals [1] .
By combining future valorization of different materials with energy production and land re-use, cost efficient resource recovery of landfills will generate economic, environmental and social issues. As primary resources become scarcer enhanced landfill mining will become more feasible. However, strategic policy decisions and tailored support systems for enhanced landfill mining is sustained by standardized life cycle assessment frameworks and will be indispensable to remove the remaining non-technical barriers [37] .
The last worldwide changes and recent research findings indicate the emergence of a new perspective on landfills as reservoirs for resource extraction.
